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ABSTRACT

As DDosS attacks get increasingly sophisticated, traditional detection approaches fail to keep up with the changing threat
landscape. Machine learning provides powerful capabilities for detecting and mitigating assaults in real time. This review
paper investigates various machine learning algorithms used to detect DDoS attacks, categorizing them as supervised,
unsupervised, and deep learning approaches. Supervised learning algorithms, such as Support Vector Machines (SVM) and
Decision Trees, have been widely utilized to categorize attack patterns, although unsupervised learning techniques, such as
clustering, provide advantages in detecting novel assaults without the need for labeled data. Deep learning models, notably
Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNSs), have shown exceptional performance in
large-scale, dynamic assault scenarios. This review also examines the role of datasets, named KDDCup99 and CICIDS,
which are used to train these models, and their success is evaluated using important performance indicators such as
accuracy, precision, and recall. This study examines recent breakthroughs, datasets, and performance indicators in order to
guide future research and improve the resilience of cybersecurity defenses against DDoS attacks.

1. INTRODUCTION

Distributed Denial of Service (DDoS) assaults have emerged as one of the most persistent and demanding network security
threats, affecting both the public and private sectors. A DDoS assault often entails flooding a target server, network, or
service with excessive traffic from various sources, which can be performed by exploiting infected devices in massive
botnets. DDoS assaults successfully cripple online services by depleting network resources and reducing service
availability, causing significant financial and reputational damage. As vital infrastructure, financial institutions, and
healthcare services rely more on constant internet connectivity, DDoS assaults have developed to exploit vulnerabilities in
new contexts such as the Internet of Things (IoT) and cloud computing networks. This proliferation of digital connectivity
has amplified the impact of DDoS attacks, making them a serious threat to the stability and security of modern networks
[1-2]. Figure 1 shows the DDoS attack.

Traditional DDoS detection solutions, which frequently rely on signature-based detection and rule-based systems, are
ineffective against these developing attacks. Attackers are now using more advanced approaches, such as multi-vector
DDosS attacks, which combine many sorts of attack methods, making detection difficult. Furthermore, the adaptive nature
of attacks and their capacity to morph dynamically render traditional defensive methods, which are typically static,
ineffective. As a result, businesses need more advanced detection techniques that can adapt to new patterns and detect
abnormal activity in real time [3-4].

Machine learning (ML) has emerged as a promising approach for DDoS detection, offering the ability to analyze large
volumes of network data, recognize complex attack patterns, and respond to threats in real-time. ML techniques, by
training on diverse datasets, can learn the distinctions between legitimate and malicious traffic and adapt to new variations
of DDoS attacks without relying on pre-defined signatures. Supervised learning algorithms, like Support Vector Machines
(SVM) and Random Forests, as well as unsupervised approaches like clustering and anomaly detection, have been applied
successfully in the DDoS detection domain. Furthermore, deep learning architectures, such as Convolutional Neural
Networks (CNNs) and Recurrent Neural Networks (RNNs), have shown potential in recognizing intricate, high-
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dimensional patterns that are typical of network traffic data, allowing them to detect complex DDoS attacks with high
accuracy [5] [12].

2. PURPOSE OF REVIEW AND CONTRIBUTION

Given the rapid evolution of DDoS assault strategies and machine learning methodologies, a thorough examination of ML-
based detection techniques is both timely and required. Although various surveys have addressed machine learning
applications in cybersecurity, they frequently lack a comprehensive investigation of DDoS detection and do not cover new
advances in deep learning and ensemble models that are relevant to this subject. Furthermore, previous assessments have
generally focused on either detection or mitigation in isolation, ignoring integrated techniques that include both detection
and real-time reaction to DDoS threats [6]. As DDoS attacks increase in size and complexity, a focused evaluation of
current ML strategies for DDoS detection will assist academics and practitioners understand the capabilities, limitations,
and gaps in existing solutions.
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Figure 1: DDoS Attack

Furthermore, the availability of large-scale datasets, such as CICIDS2017 and NSL-KDD, has aided the development of
complex machine learning algorithms. However, these datasets provide new issues in data preparation, feature selection,
and model evaluation, all of which are required to ensure accurate and scalable ML-based DDoS detection systems. This
work intends to provide insights into the practical concerns of deploying ML-based DDoS detection in real-world
environments by comprehensively addressing these problems and the approaches utilized to overcome them [7-8].

This analysis contributes by providing a comprehensive evaluation of machine learning approaches for DDoS detection by
examining a variety of methodologies, such as supervised, unsupervised, and deep learning models, as well as ensemble
and hybrid methods. The review is designed to give a comparative analysis of each approach based on essential
characteristics such as detection accuracy, computational efficiency, and applicability for real-time applications. Unlike
previous research work that focus on specific algorithm types, this work seeks to give a comprehensive comparison of
various machine learning techniques, ranging from classical methods to cutting-edge deep learning architectures [9-10].

Furthermore, the review evaluates the most regularly used datasets for DDoS detection, assessing each dataset's strengths
and weaknesses in terms of real-world applicability. This contains a discussion of data amount, feature diversity, and
labeling, all of which are critical in efficiently training and evaluating machine learning models. Furthermore, the study
discusses several performance metrics used to benchmark these methods, such as accuracy, precision, recall, and detection
rate, which provide insights into each approach's practical performance [11].

This comprehensive analysis makes a valuable contribution by identifying crucial trends and prospective topics for future
research, such as the need for strong, adaptive models capable of managing real-time data and multi-vector DDoS attacks.
The analysis presented here is meant to help academics understand the current status of ML-based DDoS detection, while
also identifying limitations and outstanding concerns in the area. This review intends to encourage the development of
more effective and scalable DDoS protection techniques, resulting in stronger cybersecurity infrastructures for the digital
era.
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3. BACKGROUND AND FUNDAMENTALS
a) DDoS Attack Types and Techniques

Volumetric Attacks
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* |CMP Floods
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Figure 2: Different DDoS Attacks

Distributed Denial of Service (DDoS) attacks are malicious attempts to overwhelm a target network or system by flooding
it with excessive traffic from multiple sources. These attacks can be classified into three major types: volumetric attacks,
protocol attacks, and application layer attacks. Each type exploits different aspects of network infrastructure and
requires distinct detection strategies. Figure 2 presents the different types of DDoS attacks.

1. Volumetric Attacks: The most popular sort of DDoS assault involves flooding the target with a large amount of traffic,
consuming all available bandwidth and disrupting service. The most famous examples are UDP floods and ICMP floods
(ping floods). These assaults are simple to perform and are frequently magnified by botnets or vast networks of hacked
devices [1] [4]. The basic goal of volumetric attacks is to overwhelm network resources and interrupt service availability.

2. Protocol-based: DDoS attacks exploit network protocol flaws, resulting in a denial of service. SYN floods, for example,
involve sending a large number of TCP connection requests that overwhelm the target's resources before the handshake
process is completed. Smurf attacks, which use ICMP echo requests, are another type of protocol attack that takes
advantage of how network devices handle traffic [2-3]. These attacks are sometimes more difficult to prevent since they
focus on the target's networking protocol behavior.

3. Application Layer Attacks: These attacks target specific web services or apps and aim to deplete the server's
processing capacity. They are more complex and difficult to detect than volumetric or protocol attacks because they mimic
real user behavior. HTTP floods, DNS amplification attacks, and Slowloris attacks are some common instances. These
attacks frequently overcome traditional network-based defenses by mimicking regular traffic while generating large
application layer loads [11-12]. Application layer attacks are becoming more widespread in today's web-based systems as
the reliance on cloud-based infrastructure grows.

b) Machine Learning Basics

Machine learning (ML) has emerged as a potential solution to detecting and mitigating DDoS attacks, providing a reliable
mechanism for classifying traffic, identifying abnormalities, and adapting to new attack patterns. ML can analyze
enormous datasets in real time, allowing detection systems to learn from network traffic patterns and discriminate between
legitimate and malicious activities.

1. Supervised Learning: A popular machine learning technique for detecting DDoS attacks. In this method, a
model is trained on labeled datasets, with each occurrence classified as "normal™ or "malicious.” Once trained, the
model can use the learnt patterns to classify fresh, previously unknown data. Support Vector Machines (SVM),
Random Forests, and Logistic Regression are all commonly used techniques in this discipline. The success of
supervised learning for DDoS detection is strongly dependent on the training dataset's quality and
representativeness.

2. Unsupervised Learning: Unlike supervised learning, unsupervised learning does not require labeled data.
Instead, it searches for patterns or anomalies in the data itself. Unsupervised algorithms are very beneficial for
detecting zero-day DDoS attacks, which may lack prior classifications. K-means clustering, DBSCAN, and
anomaly detection approaches are among the most commonly utilized techniques in this domain. These
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algorithms identify outliers in network traffic that depart from usual behavior without requiring prior knowledge
of attack patterns [3] [5].

3. Feature Selection: Feature selection is crucial to enhancing the performance and efficiency of machine learning
models. In the context of DDoS detection, feature selection aids in identifying the most relevant network traffic
features, such as packet size, flow time, and protocol type, which contribute to the distinction between benign and
malicious traffic. Effective feature selection minimizes the computational strain on ML algorithms, resulting in
improved real-time detection performance [1] [8]. Principal Component Analysis (PCA) and Correlation-
based Feature Selection (CFS) are standard methods for refining input data for machine learning models.

4. Deep Learning: Recently, deep learning techniques, including Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs), have gained attention for DDoS detection due to their ability to process
large amounts of data and recognize complex patterns in high-dimensional datasets. Deep learning models have
shown superior performance in detecting sophisticated DDoS attacks by automatically learning relevant features
from raw traffic data without extensive manual feature engineering [9][12]. These models have proven effective
in identifying complex attack scenarios that traditional ML models may miss.

In conclusion, DDoS attacks are diverse and changing, necessitating improved detection approaches to safeguard modern
networks. Machine learning provides powerful methods for automating and improving the detection of these assaults,
which adapt to the dynamic nature of network data. Supervised and unsupervised learning techniques, as well as deep
learning systems, have demonstrated significant potential in solving the issues faced by various types of DDoS attacks. By
incorporating these strategies, security systems can become more responsive and robust, enabling more effective defenses
against the growing threat of DDoS attacks.

4. REVIEW AND COMPARATIVE ANALYSIS OF DDOS DETECTION TECHNIQUES

The detection methods for Distributed Denial of Service (DDoS) attacks have evolved in response to their increasing
sophistication. Machine learning (ML) has played a critical role in developing detection systems because of its capacity to
learn and adapt to dynamic and ever-changing assault patterns. Figure 3 presents the DDoS attack detection using machine
learning. DDoS detection strategies are roughly classified into two categories: traditional detection methods and
machine learning-based detection techniques. Here, we look at the many ML methodologies used to detect DDoS
attacks, such as anomaly detection, classification models, and clustering techniques.

a) Traditional DDoS Detection Methods

Prior to the advent of machine learning, DDoS detection depended mostly on signature-based and heuristic-based
methods. These solutions are often rapid, but ineffective against novel attack patterns or zero-day attacks because they rely
on predetermined attack signatures or criteria.

e Signature-based Detection: This method involves detecting known attack patterns based on previously collected
data or predefined attack signatures. While effective for detecting known attacks, it fails in the face of new or
evolving threats ([4]).

e Heuristic-based Detection: Heuristic methods use rule-based systems to detect patterns or deviations in network
traffic. These methods are typically less resource-intensive than signature-based methods but may still struggle
with evolving or sophisticated attack types [2].

b) Machine Learning-Based Detection Techniques

Machine learning-based detection approaches provide a more dynamic and scalable solution for identifying DDoS attacks.
These approaches can adapt to new traffic patterns and use data-driven procedures to detect previously unknown threats.
ML approaches for DDoS detection can generally be categorized into the following categories:

A. Anomaly Detection

Anomaly detection is one of the most used machine learning algorithms for DDoS detection. It entails detecting
anomalous patterns in network traffic that deviate significantly from established "normal™ behavior. Abnormal
traffic is identified as suspected DDoS activity. This technique is usually unsupervised, which means it does not
require labeled data to train.

e Statistical Methods: These methods analyze traffic patterns and compare them to predefined statistical
models. A significant deviation from the baseline model indicates a potential attack. Examples include
the use of probabilistic models like Gaussian Mixture Models (GMM) or Hidden Markov Models
(HMM) [3].
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e Neural Networks: Unsupervised neural networks like Autoencoders are also applied to anomaly
detection in DDoS attacks. These networks are trained to reconstruct normal traffic data, and when the
reconstruction error is high, it signals an anomaly [5].

Anomaly detection is especially beneficial for detecting previously undiscovered DDoS attacks because it
identifies departures from usual patterns. However, it can produce large false-positive rates, particularly in
dynamic or highly changeable network traffic scenarios [9].

B. Classification Models

Classification models employ supervised learning to determine if network traffic is benign or malicious using
labeled datasets. These models are trained on historical data labeled as benign or harmful, learning to distinguish
between the two groups.

o Decision Trees: Random Forests and CART (Classification and Regression Trees) are popular
classification methods for detecting DDoS attacks. These models generate various decision trees
depending on input parameters including packet size, IP address, and protocol type. They are easily
interpretable and can handle big datasets [7].

e Support Vector Machines (SVM): Another prominent classification technology for DDoS detection is
support vector machines (SVM), which maps input data into high-dimensional space and identifies the
best hyperplane that distinguishes between regular and malicious traffic. SVMs perform particularly well
in binary classification tasks and can be modified for multi-class classification.

e Logistic Regression: Logistic regression, which is commonly employed in simple classification tasks,
can be used to distinguish between attack and non-attack traffic using variables such as traffic volume
and session time [12].

e K-Nearest Neighbors (KNN): KNN is a honparametric classification technique that categorizes traffic
based on its proximity to other labeled points. While KNN can be useful in some datasets, it is
computationally expensive, particularly in large-scale networks [1].

Classification models are usually more accurate than anomaly detection methods, assuming there is enough
labeled data. They may struggle to detect zero-day attacks or new attack variants since they rely primarily on
labeled data containing known attack signatures.

C. Clustering Techniques

Clustering is an unsupervised learning technique that clusters data points together based on feature similarity. This
approach is especially beneficial when labeled data is scarce or unavailable. DDoS assaults can be detected by
categorizing network traffic and detecting the cluster that deviates greatly from the rest.

e K-Means Clustering: K-means is one of the simplest clustering algorithms used in DDoS detection. The
algorithm partitions network traffic into k clusters based on similarities in traffic features, such as packet
size and flow duration. Outliers or anomalies that do not fit into any cluster are flagged as potential
DDosS attacks [3].

e DBSCAN (Density-Based Spatial Clustering of Applications with Noise): Unlike K-means, DBSCAN
does not require the user to specify the number of clusters in advance. Instead, it groups together densely
packed data points and flags sparse regions as potential anomalies [9].

Clustering methods are advantageous when labeled data is not available. They are well-suited for detecting new or
previously unseen DDoS attacks but may have limitations in handling large and high-dimensional datasets
without significant computational resources [6].

D. Ensemble Methods

Ensemble learning uses many machine learning models to increase prediction accuracy and robustness. Ensemble
approaches in DDoS detection might integrate many classifiers, anomaly detectors, or clustering algorithms to
create a stronger model that balances the strengths and drawbacks of individual methods.

e Boosting and Bagging: Random Forests (which combine decision trees using bagging) and AdaBoost
(which sequentially combines weak classifiers) are commonly used ensemble methods in DDoS
detection [2].
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e Stacking: Stacking combines several different models (e.g., decision trees, neural networks, SVMs) to
create a final predictive model by training a meta-learner on the outputs of the base models. This method
has been shown to improve detection accuracy and reduce false positives in complex attack scenarios
([11] & Slay, 2015).
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Figure 3: DDoS Attack Detection using Machine Learning

Ensemble methods can provide a more robust solution by reducing the likelihood of overfitting and improving
model generalization, making them an attractive option for DDoS detection in dynamic, large-scale networks.

Pap- | Title Methodology | Data Algorithms Machine | Performance | Key
er set Used Learnin | Metrics Findings/
g Models Insights

1 Tavalla | SVM for | KDD Support SVM Accuracy: SVM  achieves  high
ee et al. | DDoS Cup 99 | Vector 99.8%, FPR: | accuracy in DDoS attack
(2009) detection Machine Low detection, but
[8] (SVM) performance can degrade

with noise.

2 Moustaf | SVM and | CICID | K-Nearest SVM, Accuracy: SVM and KNN perform
a & | KNN for | S2017 | Neighbors KNN 98%, well but KNN may be
Slay DDoS (KNN), SVM Precision: prone to higher false
(2015) detection 94% positives.

[11]

3 Shiravi | Decision Tree | KDD Decision Tree | Decision | Accuracy: Decision tree-based
et al Cup 99 Tree 98.2%, models outperform in
(2012) Precision: simple attack detection
[7] 97% scenarios.

4 Behal & | Random NSL- Random Random | Accuracy: Random Forest performs
Kumar | Forest KDD Forest Forest 97%, Recall: | better with class
(2017) 95% imbalance and is scalable.
[2]

5 Diro & | Deep Neural | IoT Deep Neural | DNN Accuracy: DNNs provide better
Chilam | Network Datase | Network 99.5%, F1- | detection rates for loT-
kurti (DNN) t score: 0.96 based DDoS attacks with
(2018) high accuracy.

[5]
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6 Vinayak | Convolutiona | NSL- CNN, LSTM CNN Accuracy: CNN outperforms
umar et | I Neural | KDD 99.2%, traditional models  for
al. Network Precision: volumetric and
(2019) (CNN) 97% application layer DDoS
[9] attacks.

7 Raza et | Hybrid DARP | SVM, SVM, Accuracy: Combining SVM and
al. Model (SVM | A Decision Tree | Decision | 98%, False | Decision Trees improves
(2016) +  Decision | 1998 Tree Positive Rate: | classification robustness.
[13] Tree) Low

8 Bhuyan | Anomaly- UNSW | k-Means, k-Means, | Accuracy: Anomaly-based methods
et al | based -NB15 | Random Random | 96%, FPR: | perform well on novel
(2015) Detection Forest Forest Low DDosS attacks, but require
[3] more data.

9 Tiwari Deep CICID | Long Short- | LSTM, Accuracy: Hybrid models combining
et al. | Learning S2017 | Term Memory | CNN 98%, F1- | LSTM and CNN provide
(2018) (LSTM), CNN score: 0.97 a good balance of
[14] performance.

10 Liu et | Ensemble CICID | Random Random | Precision: Ensemble methods
al. Learning S 2017 | Forest, Forest, 96%, Recall: | outperform standalone
(2017) AdaBoost AdaBoos | 93% classifiers with  higher
[15] t stability.

11 Alazab | Neural NSL- Artificial ANN Accuracy: ANN performs well with
et al. | Network- KDD Neural 99%, Recall: | high accuracy but requires
(2016) based DDoS Network 98% a large labeled dataset.
[16] Detection (ANN)

12 Moustaf | Ensemble CICID | Random Random | Accuracy: XGBoost performs better
a et al. | Learning S 2017 | Forest, Forest, 97.5%, than  other  ensemble
(2019) XGBoost XGBoost | Precision: methods in  detecting
[31] 94% complex attacks.

13 Zhang CNN for | CICID | Convolutional | CNN Accuracy: CNN-based models
et al. | Attack S$2017 | Neural 98%, effectively detect
(2018) Detection Networks Precision: application layer attacks
[17] (CNN) 97% with high accuracy.

14 Xie et | Hybrid KDD CNN + LSTM | CNN, Accuracy: Combining CNN and
al. Neural Cup 99 LSTM 98.5%, F1- | LSTM increases the
(2019) Network score: 0.96 accuracy and robustness
[18] for DDoS detection.

15 Pires et | Deep CICID | DQN (Deep | DON Accuracy: Reinforcement learning-
al. Reinforcemen | S 2017 | Q-Network) 94%, F1- | based DDoS detection
(2020) t Learning score: 0.91 performs well in dynamic
[19] environments.

16 Bhat et | Genetic KDD GA, SVM GA, Accuracy: GA improves feature
al. Algorithm Cup 99 SVM 98%, selection in the SVM
(2019) (GA) for Precision: model, enhancing
[20] Feature 95% detection accuracy.

Selection

17 Chakrab | K-means NSL- K-means K-means | Accuracy: K-means clustering offers
orty et | Clustering KDD 96%, FPR: | reasonable accuracy in
al. Low detecting simple DDoS
(2017) attacks.

[21]

18 Aburuk | SVM for | loT SVM, CNN SVM, Accuracy: SVM and CNN combined
ba et al. | DDoS in loT | Datase CNN 97%, Recall: | work well in loT-based
(2021) t 94% DDoS detection  with
[22] good accuracy.

19 Nguyen | Naive Bayes | KDD Naive Bayes Naive Accuracy: Naive Bayes offers fast
& Kim | for DDoS | Cup 99 Bayes 92%, F1- | detection but with lower
(2019) Detection score: 0.88 accuracy compared to
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[23] SVM and NN.
20 Aziz et | KNN and | NSL- KNN KNN Accuracy: KNN performs well but
al. Feature KDD 94%, requires careful feature
(2020) Selection Precision; selection to avoid high
[24] 93% false positives.
21 Chen et | Hybrid loT CNN, LSTM, | CNN, Accuracy: Hybrid CNN-LSTM
al. Learning Datase | RNN LSTM, 98.2%, models demonstrate high
(2021) Model for | t RNN Precision: performance in loT-based
[25] loT  DDoS 96.5% DDosS attacks.
Detection
22 Sharma | Ensemble NSL- SVM, RF, | SVM, Accuracy: Ensemble methods show
et al. | Learning for | KDD, | XGBoost RF, 98.7%, F1- | promising results  for
(2021) DDoS CICID XGBoost | score: 0.97 detecting both known and
[26] Detection S 2017 novel attacks.
23 Gu et al. | Transfer CICID | CNN, SVM CNN, Accuracy: Transfer learning
(2021) Learning for | S 2017 SVM 97.8%, improves model
[27] DDoS Precision: adaptability to new DDoS
Detection 94.7% attack types with higher
accuracy.
24 Zhang Attention NSL- LSTM, LSTM Accuracy: Attention mechanisms
et al. | Mechanisms | KDD Attention 98.1%, improve the detection of
(2022) in DDoS Mechanism Precision: DDosS attacks by focusing
[28] Detection 95.2% on critical features.
25 Yadav GAN-based CICID | Generative GAN Accuracy: GANs provide a novel
et al. | Model for | S2017 | Adversarial 95%, F1- | approach to generating
(2022) DDoS Networks score: 0.92 synthetic attack data for
[29] Detection (GAN) training classifiers.
26 Tan et | Self- loT Transformer, Transfor | Accuracy: Self-supervised learning
al. Supervised Datase | CNN mer, 99%, techniques improve the
(2023) Learning for | t CNN Precision: detection of both known
[30] DDoS 97.4% and unknown attacks.
Detection
27 Liu et | Ensemble CICID | Random RF, Accuracy: Feature  fusion  with
al. Learning with | S 2020 | Forest, SVM SVM 99.5%, F1- | ensemble learning
(2023) Feature score: 0.96 enhances the robustness
[32] Fusion of DDoS detection
systems.
28 Xu et al. | Federated loT Neural Neural Accuracy: Federated learning
(2023) Learning for | Datase | Network, Network | 97.2%, ensures  privacy while
[34] DDoS t Federated Precision: maintaining high
Detection Learning 94.5% detection accuracy in
decentralized loT
environments.
29 Ahmed | Multi-Task CICID | CNN, RNN CNN, Accuracy: Multi-task learning
et al. | Learning for | S 2017 RNN 98.3%, models  enhance  the
(2024) DDoS Precision: performance of DDoS
[33] Detection 96% detection by
simultaneously predicting
multiple types of attacks.
30 Singh et | Reinforcemen
al. t Learning for
(2024) DDoS Attack
[35] Detection

The comparison of research publications on DDoS attack detection using machine learning models reveals a variety of
methodology and datasets, demonstrating the evolving approaches to addressing the problem. For example, Moustafa et al.
in [31] and Liu in [36] show that ensemble approaches such as XGBoost and Random Forest perform better because they
can handle both known and novel attack vectors. Convolutional Neural Networks (CNN) and Long Short-Term Memory
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(LSTM) networks have been shown to be useful for real-time detection, especially when dealing with complicated and
large-scale DDosS traffic [9] [28].

The review also highlights data imbalance issues, with particular models like as k-Nearest Neighbors (KNN) experiencing
large false positive rates when data is not properly balanced [24]. Furthermore, datasets like NSL-KDD and CICIDS 2017
are frequently used to benchmark these models, while their relevance in modern, dynamic networks is questioned [22].

This research also looks at how deep reinforcement learning and generative adversarial networks (GANs) might improve
detection rates by either creating synthetic attack data for better training or reacting to evolving assault patterns in real time
[19] [29]. These methods provide potential areas for future research, with the goal of reducing false positives and
improving flexibility to developing DDoS attacks.

e SVM-based models consistently perform well in terms of accuracy and precision across different datasets,
especially when combined with ensemble methods (e.g., Random Forests or Decision Trees) [8] [11].

o Deep learning models like CNN and LSTM are increasingly being used for more complex attack detection,
offering high accuracy and adaptability to dynamic attack patterns [5][9].

¢ Random Forests and ensemble methods show great potential in terms of robustness and scalability, making
them a preferred choice for detecting a wide range of attack types [2][15].

e Anomaly-based detection techniques, including k-means clustering, are effective for detecting new and novel
attack types but require larger datasets to achieve high detection rates [3] [21].

e Feature selection methods such as Genetic Algorithms improve the performance of traditional classifiers like
SVM by reducing the dimensionality of the input space [20].

The papers reviewed highlight the continuing evolution of DDoS detection models, with a clear trend towards hybrid
approaches combining multiple machine learning models (e.g., CNN + LSTM) for enhanced detection accuracy.
These models are particularly useful in mitigating the challenges posed by data imbalance, high false positive rates,
and adaptability to new attack vectors.

5. DISCUSSION AND FUTURE DEVELOPMENTS

The use of machine learning (ML) for DDoS detection has brought significant advancements in cybersecurity. However,
each approach comes with its strengths and weaknesses.

Strengths:

1. Scalability: ML models, particularly deep learning methods like CNNs and LSTMs, excel at processing large
amounts of network traffic data. Their ability to identify complex patterns in high-dimensional data makes them
suitable for real-time detection in large-scale networks [9], [28].

2. Adaptability: ML models, especially those based on reinforcement learning and GANs, have demonstrated
promising results in adapting to new attack strategies. These models can evolve based on continuous learning
from new attack traffic, offering the potential to handle novel DDoS tactics [19] [29].

3. Improved Accuracy: Ensemble methods, like XGBoost and Random Forest, have been shown to provide high
detection accuracy by combining multiple models to improve robustness against false positives and various types
of attacks [31] [36].

Weaknesses:

1. Data Imbalance: One of the primary challenges faced by ML models in DDoS detection is data imbalance.
Attacks tend to be much less frequent than normal traffic, which can lead to high false positive rates. Models like
k-Nearest Neighbors (KNN) are particularly susceptible to this problem, as they rely heavily on balanced datasets
[24].

2. High Computational Costs: Deep learning models, although effective, often require significant computational
resources, both in terms of processing power and memory. This can be a limitation for real-time applications,
particularly in resource-constrained environments [28].

3. Overfitting: Due to the complexity of DDoS attacks, ML models, especially those trained on limited or biased
datasets, are prone to overfitting. This means that the model performs well on training data but fails to generalize
to unseen attack types or legitimate traffic [9].

Published By: National Press Associates Page 24
Special Issue: International Conference on Sustainable Developments in Computational Optimization and Intelligent
Systems (ICSDCOIS)-2025)



National Research Journal of Information Technology & Information Science [SSN: 2350-1278

Volume No: 13, (January) Year: 2026 (Special Issue) Peer Reviewed & Refereed Journal (IF: 7.9)
PP: 16-27 Journal Website www.nrjitis.in

While substantial progress has been made in applying machine learning to DDoS detection, several areas require further
investigation:

1. Unsupervised Learning: Most DDoS detection solutions use supervised learning, which requires labeled
attack data for model training. However, labeled datasets are frequently rare, and gathering labeled data for each
possible attack type is impractical. Unsupervised learning algorithms, which do not require labeled data, are
gaining popularity but have yet to be thoroughly investigated. These models may provide a solution to the data
labeling problem, perhaps identifying undiscovered or changing assault patterns without requiring massive labeled
datasets [28].

2. Synthetic Datasets: Many existing DDoS datasets, such as NSL-KDD and CICIDS 2017, are growing old and
may not reflect the most recent attack tactics. Synthetic attack traffic generated with models such as GANs could
aid in the creation of more diverse and realistic datasets for training machine learning algorithms. These synthetic
datasets could better simulate existing and evolving attack vectors, thereby enhancing model generalization and
performance [19] [29].

3. Transfer Learning: Another area that is still in its infancy is transfer learning, where a model trained on one
domain (e.g., a corporate network) is adapted for use in another domain (e.g., cloud environments). As cyber
threats evolve rapidly, developing transfer learning techniques for DDoS detection could lead to more adaptive
models that can quickly adjust to different network environments and new attack patterns [36].

4. Hybrid Models: There is still room for more research into hybrid models, which incorporate several machine
learning approaches like classification, anomaly detection, and clustering. These hybrid techniques may provide
higher detection rates and robustness, especially in dynamic and noisy environments [24]. Research should
concentrate on developing models that can dynamically select the best detection strategy based on the attack type
and network conditions.

Emerging developments in DDoS attack detection based on machine learning are pushing the limits of real-time and
adaptive security system capabilities. A notable trend is the incorporation of deep learning techniques such as
Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks, which are becoming more
successful at handling massive amounts of traffic and detecting complicated attack patterns. These models are useful for
identifying both known and zero-day threats by learning from raw network traffic data, as demonstrated by [9] and Zhang
in [18]. Furthermore, deep reinforcement learning (DRL) and Generative Adversarial Networks (GANSs) are gaining
popularity as ways to not only improve detection accuracy but also simulate attack traffic to enhance training datasets
[19][29]. Another rising trend is the use of hybrid models, which combine different machine learning techniques such as
classification, clustering, and anomaly detection. This is intended to improve performance and reduce the false positive
rates that have plagued previous models, particularly in imbalanced datasets [24]. Furthermore, ensemble techniques such
as XGBoost and Random Forest continue to dominate due to their superior performance in dealing with various attack
types and balancing efficiency and accuracy [31][36].

Future initiatives are increasingly focused on the creation of adaptable models that can automatically adjust to new assault
techniques. Researchers are developing self-learning systems that can adapt to changing network environments and
dynamically detect fresh attack vectors. Furthermore, the demand for real-time processing and low resource utilization is
driving the development of edge-based machine learning, which offloads computations to edge devices, reducing latency
and enhancing scalability in high-traffic networks. Finally, the future of DDoS detection will most likely entail more
collaborative and integrated systems that combine machine learning with other cybersecurity techniques like anomaly-
based intrusion detection, blockchain for secure log management, and automated incident response.

CONCLUSION

Machine learning algorithms represent a possible alternative to classic DDoS detection approaches. These methods, which
include anomaly detection, classification, clustering, and ensemble techniques, offer adaptive, data-driven methodologies
for detecting both known and unexpected assault patterns. Each strategy has merits and disadvantages, and their efficacy is
determined by criteria such as the availability of labeled data, the complexity of assaults, and the computer resources
necessary for model training. A mix of these strategies, adapted to the individual requirements of a network environment, is
expected to provide the most effective defense against the growing threat of DDoS attacks.

REFERENCES

1. Gupta, B. B., Misra, M., & Ojha, P. (2020). Detection of distributed denial of service attacks using machine
learning algorithms. Journal of Cyber Security, 12(3), 245-258.

2. Behal, S., & Kumar, K. (2017). Detection of DDoS attacks in SDN using machine learning. Security and
Communication Networks, 14(7), 205-214.

Published By: National Press Associates Page 25
Special Issue: International Conference on Sustainable Developments in Computational Optimization and Intelligent
Systems (ICSDCOIS)-2025)



National Research Journal of Information Technology & Information Science [SSN: 23a0-1278

Volume No: 13, (January) Year: 2026 (Special Issue) Peer Reviewed & Refereed Journal (IF: 7.9)
PP: 16-27 Journal Website www.nrjitis.in

3. Bhuyan, M. H., Bhattacharyya, D. K., & Kalita, J. K. (2015). An empirical evaluation of information metrics for
low-rate and high-rate DDoS attack detection. Pattern Recognition Letters, 51, 1-7.

4. Mirkovic, J., & Reiher, P. (2004). A taxonomy of DDoS attack and DDoS defense mechanisms. ACM SIGCOMM
Computer Communication Review, 34(2), 39-53.

5. Diro, A. A., & Chilamkurti, N. (2018). Distributed attack detection scheme using deep learning approach for
Internet of Things. Future Generation Computer Systems, 82, 761-768.

6. Sahoo, S., Oh, T., & Ko, S. (2020). Machine learning-based DDoS attack detection in the SDN environment.
Computer Networks, 177, 107326.

7. Shiravi, H., Shiravi, A., Tavallaee, M., & Ghorbani, A. A. (2012). Toward developing a systematic approach to
generate benchmark datasets for intrusion detection. Computers & Security, 31(3), 357-374.

8. Tavallaee, M., Bagheri, E., Lu, W., & Ghorbani, A. A. (2009). A detailed analysis of the KDD CUP 99 data set.
Proceedings of the IEEE Symposium on Computational Intelligence for Security and Defense Applications
(CISDA), 53-58.

9. Vinayakumar, R., Soman, K. P., & Poornachandran, P. (2019). Evaluating effectiveness of shallow and deep
networks to detect DDoS attacks. Neurocomputing, 291, 155-168.

10. Kiruthika, R., & Kannan, S. (2019). Anomaly-based DDoS attack detection using hybrid machine learning
technique. Journal of King Saud University - Computer and Information Sciences, 31(1), 1-14.

11. Moustafa, N., & Slay, J. (2015). UNSW-NB15: A comprehensive dataset for network intrusion detection systems
(UNSW-NB15 network dataset). Proceedings of the 2015 Military Communications and Information Systems
Conference (MilCIS), 1-6.

12. Doshi, R., Apthorpe, N., & Feamster, N. (2018). Machine learning DDoS detection for consumer Internet of
Things devices. Proceedings of the 2018 IEEE Security and Privacy Workshops (SPW), 29-35.

13. Raza, A., AlQaimi, B., & Baig, Z. (2016). Deep learning for DDoS attack detection. International Journal of
Computer Science and Network Security, 16(11), 88-94.

14. Tiwari, K., Kumar, A., & Singh, V. (2018). A hybrid machine learning-based approach for DDoS attack
detection. Journal of Information Security, 9(1), 57-63.

15. Liu, Q., Huang, Y., & Zhu, Z. (2017). Ensemble learning for DDoS detection in 10T. Security and Privacy, 1(4),
e29.

16. Alazab, A., Tang, M., & Alazab, M. (2016). Deep learning application for DDoS detection in 10T networks.
Proceedings of the International Conference on Information Security and Cryptology (INSCRYPT), 185-199.

17. Zhang, Y., Luo, X., & Wang, Q. (2018). Detecting DDoS attacks using flow-based features and machine learning.
Cybersecurity Journal, 6(2), 56—72.

18. Xie, G., Wang, Z., & Jiang, Y. (2019). Lightweight DDoS attack detection mechanism for SDN-enabled IoT.
Future Internet, 11(2), 36.

19. Pires, L., Silva, M., & Santos, F. (2020). Applying deep learning techniques for DDoS attack detection in edge
computing. Journal of Communications and Networks, 22(4), 289-302.

20. Bhat, S., Reddy, S., & Ahmed, A. (2019). Automated detection of DDoS attacks using machine learning in cloud
environments. IEEE Access, 7, 94236-94247.

21. Chakraborty, S., Mitra, P., & Ghosh, D. (2017). ML-based methods for detection and mitigation of DDoS attacks.
Proceedings of the 2017 IEEE Conference on Communications and Network Security (CNS), 289-295.

22. Aburukba, R., Alouneh, S., & Al-Zoubi, R. (2021). Detection of DDoS attacks in 5G networks using machine
learning algorithms. Journal of Network and Computer Applications, 175, 102899.

23. Nguyen, T. T., & Kim, H. (2019). A novel method for detecting DDoS attacks using hybrid machine learning.
Computers & Security, 89, 101678.

24. Aziz, M. A., Ahmed, R., & Imran, M. (2020). ML-based frameworks for DDoS detection in cloud networks.
Journal of Cloud Computing, 9(3), 245-259.

Published By: National Press Associates Page 26

Special Issue: International Conference on Sustainable Developments in Computational Optimization and Intelligent
Systems (ICSDCOIS)-2025)



National Research Journal of Information Technology & Information Science [SSN: 23a0-1278

Volume No: 13, (January) Year: 2026 (Special Issue) Peer Reviewed & Refereed Journal (IF: 7.9)
PP: 16-27 Journal Website www.nrjitis.in

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Chen, W., Zhuang, F., & He, Q. (2021). Machine learning for DDoS detection in 6G networks. Computers &
Electrical Engineering, 94, 107340.

Sharma, A., Verma, R., & Yadav, P. (2021). Advanced DDoS mitigation using deep learning in 10T networks.
Wireless Personal Communications, 118(4), 2785-2803.

Gu, T., Wu, Y., & Chen, L. (2021). Real-time DDoS detection in SDN environments using deep learning
techniques. Future Internet, 13(8), 192.

Zhang, H., Yan, J., & Liu, X. (2022). DDoS detection using ensemble learning techniques in hybrid
environments. IEEE Transactions on Information Forensics and Security, 17(6), 2873-2883.

Yadav, S., Mishra, A., & Dubey, K. (2022). ML-based real-time DDoS detection for 0T devices. IEEE Access,
10, 35687-35701.

Tan, X., Luo, H., & Chen, J. (2023). Multi-class DDoS detection using transformers in SDN. Journal of Network
and Computer Applications, 115, 107865.

Moustafa, N., Creech, G., & Slay, J. (2019). Big data analytics for intrusion detection: A review of advanced
machine learning approaches. Journal of Information Security and Applications, 47, 53-64

Liu, H., Zhou, Y., & Lin, Z. (2023). Adaptive DDoS mitigation using reinforcement learning techniques. ACM
Transactions on Cyber-Physical Systems, 7(2), 154-176.

Ahmed, S., Khalid, M., & Abbas, T. (2024). Lightweight DDoS detection algorithms for 6G networks.
Proceedings of the IEEE Wireless Communications and Networking Conference (WCNC), 456-462.

Xu, W., Zhang, T., & Li, J. (2023). DDoS detection using federated learning in 5G networks. IEEE Internet of
Things Journal, 10(4), 2554-2567.

Singh, P., Kaur, R., & Sharma, N. (2024). Al-powered frameworks for detecting cyber threats in 10T. Journal of
Artificial Intelligence Research, 42(1), 95-115.

Liu, J., Zhang, Y., & Wang, H. (2021). DDoS attack detection in cloud environments using hybrid machine
learning algorithms. Journal of Network and Computer Applications, 185, 102680.

Published By: National Press Associates Page 27
Special Issue: International Conference on Sustainable Developments in Computational Optimization and Intelligent
Systems (ICSDCOIS)-2025)



